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How To - Setup MFA

When we setup MFA (Multi Factor Authentication) on youraccount, you will be requiredto add a
second factor of authentication before you can access your Office 365 applications externally. There
are multiple methods of second factor, which can include the following—

e Anauthenticatorapp that can generate a notification
e SMSText messagestoyour phone number
e Acall to your phone number
This document will be covering the Authenticatorapp as this is our recommended option. Forother
methods or more information please visit - Setting Up Multi-Factor Authentication (Isec.ac.uk)

1) Afteryounextlogin to your college email address you will be greeted witha ‘More
Information Required’ notification page. Select the ‘next’ option.

B® Microsoft
03004467 @student.Isec.ac.uk

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

2) You will now be greeted with instructions, this includes links to download the authenticator
app, with supportfor Windows Phone, Android Phones viathe Google Play store and Apple
Devices via iOS App Store. Select next.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

e Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

Once you've installed the Microsoft Authenticator app on your device, choose “Next”.

| want to use a different authenticator app

Next
| want to set up a different method
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3) You will be takento a page where you will be asked toscan a QR code. Openupthe
Authenticator application on your phone and head tothe nextstep.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app to your account.

Once you've scanned the QR code, choose “Next”

Can't scan image?

Back Next

L want to set up a different method

4) On yourmobile whenyoufirst openthe app you will be greeted with the optionto ‘Add
Account’ select this and then select “Work or School Account’, afterthat you can thenselect
‘Scan QR code’ to scan the QR code from the previous step. Once you have scanned the QR
code it should detect youraccount and add it to the authenticatorapp. You can then head
back to yourlogin and click ‘next’.

ol EE 4G 14:21

“ Add account

wl EE 4G 09:33

w  EE 4G 09:33

Add account

= Authenticator <

WHAT KIND OF ACCOUNT ARE YOU ADDING? WHAT KIND OF ACCOUNT ARE YOU ADDING?

Ready to add your =. Personal account == Personal account >
first account?
=. Work or school account == MWW% >
Other {Google, Facebook, etc.) Other (Google, Facebook, etc.) >
+ Add work or school account
Sign in Scan QR code
Already have a backup?
Sign in to your recovery account.
Begin recovery
(] L ©
Authenticator Passwords Addresses
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5) Onyourlogin page you will now see thatit is awaiting a response from your device. At this
point you will now need to accept the pop up that has appeared on your mobile device. You
will now have successfully added your second factor of authentication. Each time you login

to any devices off-campus you willbe prompted to use yoursecond factor method.

Please note, once you have completed the MFA Sign-Up process will also be eligible to use
the Password Reset tool supplied by Microsoft - Microsoft Online Password Reset

Example of notification received:

ul EE 4G 09:35

= Authenticator

I’EI London South East Colleges
03004467@student.lsec.ac.uk

Approve sign-in?
London South East Colleges
03004467@student.Isec.ac.uk

Deny Approve

] L ©

Authenticator Passwords Addresses

For any issues please do not hesitate to contact the service desk - Login (topdesk.net)
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